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Best practice in risk management 
A function comes of age

In February 2007, The Economist Intelligence Unit 
surveyed 218 executives around the world about their 
approach to risk management and their perception 
of the key challenges and opportunities facing the 
function. The survey was sponsored by ACE, IBM and 
KPMG.

Respondents represent a wide range of industries 
and regions, with roughly one-third each from Asia 
and Australasia, North America and western Europe. 
Approximately 50% of respondents represent 
businesses with annual revenue of more than 
US$500m. All respondents have influence over, 
or responsibility for, strategic decisions on risk 
management at their companies and around 65% are 
C-level or board-level executives.

Our editorial team conducted the survey and wrote 
the paper. The findings expressed in this summary do 
not necessarily reflect the views of the sponsors. Our 
thanks are due to the survey respondents for their 
time and insight.

About the research
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Executive summary

As companies deepen their investment in emerging 
markets, extend their supply chains and face 
increasing pressure from regulators, investors 
and other stakeholders to increase transparency 
and disclosure, the executives tasked with risk 
management assume an ever-greater responsibility 
for the smooth running of the business. Once 
largely associated with insurance, compliance and 
loss avoidance, the risk management function has 
been transformed in recent years and is now firmly 
entrenched as a board-level concern.

The focus of the discipline has changed, too. 
Although more traditional risks, such as credit 
risk, market risk and foreign-exchange risk, remain 
fundamental considerations, companies from every 
industry and sector are now recognising the need to 
quantify and assess risks that lurk in areas such as 
human capital, reputation and climate change. The 
objective of this report is to assess how effectively 
companies think they are managing these risks, 
and how they are changing their approach to risk 
management in order to keep pace with developments 
in the ever-evolving business environment.

Key findings from this research include the 
following:

● Risk permeates the organisation. The risk 
management function has evolved to become a core 
area of business practice, driven by the board but 
embedded at every level of the organisation. The aim 
is no longer simply to avoid losses, but to enhance 
reputation and yield competitive advantage. 

● Dangers lurk in non-traditional risks. Risk 
managers consider their organisations to be handling 
the traditional areas of credit, market and financial 
risk well, and reputational risk fairly well. In other 
areas, such as human capital risk, regulatory risk, 

information technology (IT) risk and tail risks, such as 
terrorism and climate change, confidence is weaker.

● There are many drivers to strengthen the 
function. Efforts in risk management are being driven 
by internal and external factors. Principal among the 
first is the board, but a more complex value chain also 
figures prominently. The main external drivers are the 
demands of regulators and investors. 

● Awareness of risk is the key. With the battle 
for support from the board largely won, the key 
determinant of success in risk management has 
become the need to ensure that a strong culture 
and awareness of risk permeates every layer of 
the organisation. Setting a clear risk appetite and 
establishing well-defined systems and processes to 
monitor ongoing risks are also crucial.

● Companies create a figurehead for risk. The 
practice of appointing a Chief Risk Officer (CRO) to 
carry responsibility for developing and implementing 
the risk management framework is reaching maturity, 
with most of those companies that favour the 
approach having already adopted it. The approach is 
most popular in the financial sector, where two-thirds 
of firms have appointed, or plan to appoint, a CRO.

● An increase in investment is predicted. Firms of 
all sizes and in all areas of the world are planning to 
increase investment in most areas of risk management 
over the coming years, suggesting that this business 
discipline, although evolving rapidly, will continue to 
expand and deepen its reach within organisations.
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Introduction

Risk managers getting to grips with their trade 
in today’s fast-moving business environment 
must feel as though they are learning to ride on a 
charging rhinoceros. They must come to terms with 
new measurement techniques and technology, 
more complex organisational structures, wider 
geographical spread, more demanding stakeholders 
and proliferating regulation. They are scrutinised 
as never before, and their failures can bring the 
destruction of corporate reputations, the erosion of 
wealth and even the collapse of the enterprise. 

Despite these challenges—or perhaps because of 
them—the discipline has taken off in recent years, and 
is increasingly attractive to high-flying executives. As 
a result, a set of broad principles is starting to emerge 
that stand as a body of best practice.  

To draw out some of the principles shaping 
contemporary risk management practice, the 
Economist Intelligence Unit surveyed senior risk 
executives at more than 200 major organisations. 
Their responses give a powerful insight into current 
thinking in one of the fastest-growing disciplines of 
modern business.

As the practice of risk management continues 
to evolve, its focus has shifted in a number of 
interconnected ways. 

The first is in attitudes within the organisation to 
the discipline itself. Risk management has moved 
away from a narrow subset of the finance function 
to become an overarching discipline that demands a 
contribution from every level of the enterprise. 

In line with this trend, risk managers have moved 
their way up the corporate food chain, with ultimate 
responsibility for risk more likely to reside in the 
boardroom than in the management structure of the 
business unit. “In my role as a non-executive director, 
I hear the board discussing risk on a very regular 
basis,” comments John Algar, lecturer and consultant 

in project risk management at Cranfield School of 
Management. “And interstingly, not because of 
fear, but because of the potential benefit that it can 
provide.”

This last point is another indication of the 
discipline’s growing maturity – namely that the role 
of risk management is no longer expected simply 
to detect and address threats to the enterprise, but 
to leverage those efforts to yield broader benefits. 
Principal among these are the objectives of enhancing 
reputation and improving relative position in the 
marketplace.

Asked to identify the key objectives and benefits of 
risk management, respondents to our survey scored 
one factor above all others: protecting and enhancing 
reputation. This finding illustrates an important shift 
in the nature and scope of risk management. A decade 
ago, it is likely that the most popular answer to this 
question would have been avoiding financial losses, 
but today this option appears in a lowly fourth place. 
Instead, there appears to be a growing consensus that 
risk management is now expected not just to be a tool 
to protect the company from loss, but also to play a 
role in projecting the right corporate image to clients, 
partners and overseers. 

In another connected development, risk managers 
are under growing pressure to show a measurable 
return on the investment that is made in the function, 
rather than simply carrying out their traditional 
role of meeting regulations and preventing losses. 
Today, boards and investors expect more than simple 
compliance from their risk management frameworks.

“It is quite wrong to see risk management from the 
perspective of compliance and loss avoidance,” says 
Mr Algar. “In fact, I would argue that it is possible that 
this perspective is the cause of the inappropriate risk 
attitude that many corporations still have today.”
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Risk Barometer 

For the past two years, the Economist Intelligence 
Unit’s Risk Barometer has tracked corporate attitudes 
to categories of risk along with perceptions of risk 
pertaining to geographical locations. Throughout 
this period, it has been consistently clear that 
the risks that corporates find most threatening 
to their operations are those related to human 
capital, reputation and regulatory compliance. More 
traditional, quantifiable risks, meanwhile, such as 
financing risk, credit risk and foreign-exchange risk, 
are seen as among the least threatening.

The fact that respondents consider credit risk and 
foreign-exchange risk to be so low on their list of 
priorities no doubt reflects the continuing innovation 
that has taken place in financial risk management. In 
recent years we have seen significant development 
in the tools to manage these more quantifiable risks, 
with many companies adopting hedging strategies to 
protect against risks such as credit defaults or swings 
in currency exchange rates. 

Asked how effectively they thought they were 
managing aspects of risk, respondents expressed 
greatest levels of confidence around many of the 
same areas that they cited as being least threatening. 
Fully 74% thought their organisation was effective 
at managing financing risk, 63% thought they were 
effective at managing credit risk, and 56% thought 
the same about foreign-exchange risk.

Tony Blunden, director, head of consulting at 
Chase Cooper, risk management solutions provider 
suggests that this confidence may sometimes be 
misplaced. “Part of the reason that people perceive 
market risk and credit risk as less threatening to 
their organisation is because they are familiar with 
them and think they understand them,” he suggests. 
“Sadly, very few people do understand these risks 
because there are huge assumptions inherent in 
them.”

Respondents feel less confident, however, about 
their ability to manage risks that are less easily 
quantifiable. Human capital risk, in particular, stands 
out as an area that respondents find particularly 
challenging. This risk, which is related to loss of key 
personnel, skills shortages and succession issues, 
has consistently been rated as among the most 
threatening risks that companies face in the two 
years that this series has been running. As this survey 
demonstrates, it is also among the most difficult to 
manage, and few respondents claim that they are 
effective at dealing with it. These findings point to the 
need for closer integration between the risk function 
and the human resources function, as well as a clearer 
understanding of the risks that companies face with 
their location and human capital strategies. 

Interestingly, respondents felt that they were 
doing a reasonable job of managing reputational risk, 
with 59% considering themselves to be effective in 
this area. The need to protect and enhance reputation 
has already been established in this report as being 
perceived as the key objective and benefit of risk 
management, so it is not surprising that reputational 
risk receives substantial attention. 

In surveys conducted previously in this series, 
however, reputational risk has been cited as the 
most difficult risk of all to manage. Andrew Griffin, 
managing director of Register Larkin, a consultancy 
that specialises in crisis management, points out 
that, while managing reputational risk is widely 
accepted as being important, doing so successfully 
is more challenging. “A lot of companies will say that 
reputation is their number one asset,” he explains, 
“but words are cheap and you need the whole business 
to understand the concept of reputation and grasp the 
importance of reputation to the brand.”

The key to successful reputational risk 
management, believes Mr Griffin, is having in place 
the right people to do the job. “Too many companies 
try to install a process to protect reputation,” he 
says, “whereas in fact the most confident person will 
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manage the issue fine even if the process is lousy. But 
a poor person can’t manage a good process. So people 
need training and they must be empowered to protect 
reputation.”

Despite universal agreement that reputation is 
important, the debate continues as to whether it is a 
category of risk in its own right, or the consequence 
of a risk. “Reputational risk is not easy to isolate like 
a legal risk,” says Alex Hindson, associate director in 
the enterprise risk management practice, Aon Global 
Risk Consulting. “It’s very closely linked to what the 
business is about. It’s also difficult in the sense that 
no one person in the organisation owns it – you don’t 
have a reputation manager. There are a number of 
people involved: the CEO, corporate communications 
people, HR people, research people, depending on 
what the issue is.”

Just over half of respondents thought that they 
were managing regulatory risk effectively. Although 

regulatory compliance has for long been seen as a 
vital role for risk management, and has taken centre-
stage in the wake of regulations such as the Sarbanes-
Oxley Act in the US, and the Basel II standards for 
financial services companies, it is interesting to note 
such a lukewarm assessment by respondents of their 
skills in this area. Clearly, despite having invested 
significant resources in staying on the right side of the 
regulators, compliance remains a difficult issue and 
one around which respondents are unlikely ever to 
feel comfortable.  

Drivers of risk management

Risk management as a technical discipline has become 
a standard area of business practice in recent years. It 
was driven initially by recognition that an increasingly 
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How significant a threat do the following risks pose to your 
company’s global business operation today? 
(Data are an average measure taken from surveys over the past two years, 
% respondents)

Source: Economist Intelligence Unit survey, February 2007.
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How effectively do you think your organisation manages the 
following aspects of risk?
(% respondents)

Source: Economist Intelligence Unit survey, February 2007.
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approach to risk is one that Mr Hindson supports. 
“In the financial services sector, [banks] have to 
do operational risk for Basel II, and then they do 
Sarbanes-Oxley a separate way, and then they do 
corporate governance for Turnbull a separate way. 
There’s a great opportunity in trying to link these 
things up and turning it around and saying ‘I have 
a number of external drivers, we have a governance 
and risk management process, how does that adapt 
to meet these needs?’ That way, you have one process 
with a series of inputs and outputs, not four or 
five processes that run independently through the 
organisation.”

In some cases, the advantages of taking a 
consolidated view of an organisation’s risk exposure 
are fairly straightforward. For instance, consider 
a company with divisions set up as separate profit 
centres in different geographical locations. Each 
division uses currency derivatives to hedge its 
exchange-rate risk. But it may be that exchange rate 
movements that are damaging to one division are 
favourable to another. In this case, separate hedging 
by individual divisions is a wasted expense, and one 
that could be avoided by adopting a centrally co-
ordinated hedging strategy. Given that such hedges 
can easily cost 1% of the overall transaction value, 
there is much to be gained from looking at this kind of 
activity from an enterprise-wide perspective.

The implementation of a centrally co-ordinated but 

operationally decentralised system requires success 
in many other areas: communication throughout 
the organisation must be fluid and reliable; a single 
“risk culture” must be embedded at all levels; senior 
management must be fully committed to the risk 
management framework; and risk appetite must be set 
appropriately and clearly.

Perhaps this succession of hurdles explains why, 
according to our survey, adoption of this model is 
most common at the top of the earnings tree. It is also 
more widespread among Europe-based companies 
than elsewhere in the world—and far more than in 
North America. A tentative interpretation of this 
finding is that Europe’s single market facilitates 
communication between centre and periphery in 
organisations, whereas a US company’s greater 
concentration on the domestic market means 
centralised control is less at odds with diversity 
among business units.

The big spend

The picture of a maturing risk management discipline 
responding to a world in which risks are perceived 
to be on the rise is confirmed by indications of firms’ 
investment plans over the coming years. Asked where 
they intend to increase spending, respondents report 
greater investment right across the function. 

Mr Blunden of Chase Cooper suggests that 
investment of risk should be divided into three main 
areas: people; processes and software. “In terms of 
investment in people and upskilling to a ‘business as 
usual’ level, I think much of that has happened and 
we’re now moving from a salary-based investment to 
a training investment,” he explains. “In addition, the 
imperative for risk management is now changing from 
a regulatory imperative to a business one that is based 
around process improvement.”

Respondents to our survey cite the improvement 
of data quality and reporting as being a key area 

Do you have a CRO or have plans to appoint one? 
(% respondents)

Yes, we have 
already appointed 
a CRO

No, but we intend 
to appoint one in 
the next three 
years

No, and we have 
no plans to 
appoint one

39

21

41

Source: Economist Intelligence Unit survey, February 2007.
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for investment. This reflects a problem for many 
companies around the accurate quantification of risk: 
underestimation may lead to unnecessary losses if the 
risk event occurs, whereas overestimation may lead 
to unwarranted risk aversion or excessive expenditure 
on risk control. Hitting the correct number, however, 
is notoriously difficult, and successful data collection 
and measurement remains among the biggest 
challenges for risk managers.

Despite the increasing sophistication of qualitative 
risk measures, data derived from the organisation’s 
processes and operations remains the principal 
raw material for risk analysis. More complete and 
reliable data means less room for data error when risk 
measurement and control processes are run. For many 
organisations, generating good data remains the holy 
grail of risk management. 

In a similar vein, firms also plan to spend on 
strengthening their risk assessment process, which 
is the next stage in numbers-based risk assessment 
and management after collecting the data. Training 
managers and developing risk frameworks are other 
popular areas for investment. 

Mr Algar of Cranfield School of Management 
stresses the importance of training and skills 
development. “One of the biggest challenges to 
successful risk management is developing the 
human and organisational competencies to deliver 
sustainable competitive advantage,” he explains. 
“It is essential to convince those with the power that 
tools and software are not enough.”

From risk to reward

Given the commitment being made to future 
investment in risk management, it is unsurprising 
that firms are increasingly concerned to ensure they 
get a measurable return. This is further underlined by 
the shift in focus from avoiding damaging events to 
yielding indirect benefits. It is no longer enough to 
argue that losses would have been incurred without 
the risk managers. Instead, executive boards and 
investors want to know what the practice is delivering 
in terms of tangible benefits. 

“It’s a trend that risk managers need to pick up the 
baton and run with,” suggests Mr Blunden of Chase 
Cooper. “It was apparent at a recent conference that 
the industry still has to be nudged and coaxed into 
admitting that process improvement will be a major 
part  of operational risk management in bringing real 
value.”

The survey points to a number of areas where 
these rewards are felt to accrue. Top of the list—and 
matching the objectives of the function that they 
identified above—was a better overall corporate 
reputation. Add in the responses for a better 
reputation with customers and improved investor 
relations, and success in the reputational objective 
of risk management appears secure. A related issue, 
better relations with regulators and rating agencies, is 
second on the list overall. 

Both areas—reputation with stakeholders and 
standing among those providing oversight—have 
the potential to deliver strong benefits. A better 
reputation encourages clients and partners to 
continue doing business with the organisation. 
Crucially, it also provides a competitive advantage 
that may result in an improved market share over 
time.

An important barrier to greater recognition of 
the power of reputation, however, is the difficulty 
in measuring its benefits, which can dissuade senior 
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executives from giving it adequate focus. “Senior 
people always say reputation matters because they 
think it sounds good,” says Mr Griffin of Register 
Larkin, “but in reality their priorities are focused on 
other, more tangible assets. There is always a problem 
getting people to see the link with the bottom line.”

Looking good to stakeholders is not the only 
competitive advantage to be gained from good risk 
management systems. Being better than competitors 
at detecting and understanding risks can be crucial 
in gaining early access to what may be limited 
resources when a crisis hits. The first organisation to 
recognise an impending crisis will get the best price 
on insurance, the first bite at alternative partners 
or the best rates on additional facilities, such as 
warehousing or shipping. Firms lower down the chain 
will have to pay more, or may find that all alternative 
capacity has already been consumed. 

A good example of this is the strike by dockworkers 
that affected ports on the west coast of the US in 
September 2002. In total, 29 US ports were locked 
down for ten days, and container ships destined 
for these ports could do little else but wait in open 
water for the strike to end. The lockdown followed 

months of deteriorating relations between the union 
involved and the Pacific Maritime Association, which 
represented the port users. Some large retailers, such 
as Wal-Mart and Costco, recognised this impending 
threat, and took steps to ramp up imports prior to the 
shutdown to minimise the risk that they would be left 
without stock. Other companies were less prescient, 
and could only wait for the lockdown to end before 
they could resume the transportation of their vital 
pre-Christmas stock.

Understanding and managing risks of this nature 
can have a strong positive impact on reputation and 
can therefore be considered an important source 
of competitive advantage. This notion is strongly 
supported in the survey. Asked whether they agreed 
or disagreed with a series of statements, 97% of 
respondents—a higher percentage than for any other 
indicator in the survey—agreed with the proposition 
that good risk management is an important source of 
competitive advantage. 

Other operational benefits identified in the survey 
include: improved strategic decision-making (helped 
by better communication between business units 
and good operational data); greater profitability 
from business units; and reduced earnings volatility. 
Most respondents also felt their risk management 
operations were enhancing shareholder value.

In all of these factors, more than half of 
respondents claimed success for their organisations, 
and the proportion that thought their firms were 
failing was very low.

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75

What changes do you expect to your organisation’s 
investment in the following aspects of risk management 
over the next three years?
(% who expect increase)

Improving data quality and reporting

Strengthening risk assessment processes

Management training in risk management

Analytics and quantification

Framework development

Board training in risk management

Setting risk committee roles and responsibilities

Embedding corporate strategies in regional businesses

Source: Economist Intelligence Unit survey, February 2007.
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Conclusion

This research suggests that the discipline of risk 
management has moved on from mere loss avoidance 
to become a key contributor to market advantage, 
via improved corporate reputation and a better 
standing among those charged with oversight, such as 
regulators and rating agencies. Certain approaches, 
such as decentralised risk management with 
centralised co-ordination, have become accepted best 
practice, and a range of organisational frameworks 
is being adopted according to the conditions and 
preferences of each firm. The discipline is coming of 
age, and has found its way into the mainstream of 
business practice.

Is that to say that risk managers have answered all 
the questions? Not at all. In the years ahead, they face 
a broad range of hurdles to overcome. Technology is 
on their side, and they will be helped by a growing 
body of academic research. But they are taking aim at 
two moving targets simultaneously. First, business is 
changing, both in terms of how it is done and where 
it is done, and this requires constant readjustment 
of the aims and priorities of risk management. 
Second, the defining characteristic of risk, that it is 
unknowable in advance, remains as true as ever, and 
stands as a permanent challenge to those who are 
charged with managing it.
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Appendix
In February 2007, The Economist Intelligence Unit surveyed 218 executives around the world. Our sincere 
thanks go to all those who took part in the survey. Please note that not all answers add up to 100%, because of 
rounding or because respondents were able to provide multiple answers to some questions.

1 Very high risk          2          3          4          5 Very low risk          Don’t know/
 Not applicable

0 20 40 60 80 100

How significant a threat do the following risks pose to your 
company’s global business operation today? 
Rate on a scale of 1 to 5, where 1=Very high risk and 5=Very low risk. 
(% respondents)

Financing risk (difficulty raising finance)

Credit risk (risk of bad debt) 

Market risk (risk that the market value of assets will fall)

Foreign exchange risk (e.g. risk that exchange rates may worsen)

Country risk (problems of operating in a particular location)

Regulatory risk (problems caused by new or existing regulations)

IT risk (e.g. loss of data, outage of data centre) 

Political risk (danger of a change of government) 

Crime and physical security 

Terrorism 

Reputational risk (e.g. events that undermine public trust in your 
products or brand)

Natural hazard risk (e.g. climate change, hurricanes, earthquakes) 

Human capital risks (e.g. skills shortages, succession issues, 
loss of key personnel) 

Significant increase in risk No change Significant decrease in risk

Slight increase in risk Slight decrease in risk Don’t know /Not applicable

0 20 40 60 80 100

How has your organisation’s assessment of risk in each of 
the following countries and regions changed over the last 
three months?
(% respondents)

Canada 

USA

France 

Germany

UK 

Other Western Europe

Russia

Other Eastern Europe

China

India

Japan 

Rest of Asia Pacific 

Middle East

Latin America

Overall global risk
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General Specific Don’t know/Not applicable

0 20 40 60 80 100

In each of the following regions, are the majority of risks to your 
business considered to be general (e.g. likely to affect many 
other companies operating in the same location or industry) or 
specific (e.g. relating to your company’s internal systems, 
processes or people)?
(% respondents)

Africa/Middle East 

Asia Pacific 

Eastern Europe 

Western Europe 

North America 

Latin America 

1 Very effectively          2          3          4          5 Not at all effectively

0 20 40 60 80 100

How effectively do you think your organisation manages the 
following aspects of risk? 
Rate on a scale of 1 to 5 where 1=Very effectively and 
5=Not at all effectively.
(% respondents)

Financing risk (e.g. difficulties with raising finance) 

Credit risk (e.g. risk of bad debt) 

Market risk (e.g. risk that the market value of assets will fall) 

Foreign exchange risk (e.g. risk that exchange rates may change)

Country risk (e.g. problems of operating in a particular location)

Regulatory risk (e.g. problems caused by new or existing regulations)

IT risk (e.g. loss of data, outage of data centre)

Political risk (e.g. danger of a change of government)

Crime and physical security

Terrorism 

Reputational risk (e.g. events that undermine public trust in your products or brand)

Natural hazard risk (e.g. hurricanes, earthquakes) 

Human capital risks (e.g. skills shortages, succession issues, loss of key personnel)

Climate change risk 

0 10 20 30 40 50

What does your organisation consider to be the most important 
objectives and benefits of risk management? 
Select up to three responses. 
(% respondents)

Protecting and enhancing the reputation of the organisation

Ensuring regulatory compliance

Ensuring efficient capital and resources allocation

Loss avoidance

Increasing shareholder value

Reducing earnings volatility

Maximising profitability of business units

Safety of employees and customers

Clear reporting and disclosure to investors

Other

Increase          Stay the same          Decrease          Don’t know

0 20 40 60 80 100

What changes do you expect to your organisation’s investment 
in the following aspects of risk management over the next 
three years?
(% respondents)

Board training in risk management 

Management training in risk management 

Framework development 

Analytics and quantification 

Improving data quality and reporting 

Strengthening risk assessment processes 

Setting risk committee roles and responsibilities 

Embedding corporate strategies in regional businesses 
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0 10 20 30 40 50 60 70

In the past three years, what have been the most important 
internal drivers to strengthen risk management in your 
organisation? 
Select up to three responses. 
(% respondents)

Greater commitment from the board to risk issues

Greater complexity of the value chain

Recent risk event, such as profit warning, fraud or product recall

Adoption of enterprise risk management model

Corporate restructuring

Greater use of offshoring and outsourcing

Merger and acquisition activity

Appointment of a CRO

Pressure from employees

Other

0 10 20 30 40 50 60

In the past three years, what have been the most important 
external drivers to strengthen risk management in your 
organisation? 
Select up to three responses. 
(% respondents)

Increased focus from regulators

Demands from investors for greater disclosure and accountability

Macroeconomic volatility

Cost of capital

Pressure from customers

Political uncertainty

Higher cost of insurance

Terrorism

Natural weather events

Other

More important          Stay the same          Less important          Don’t know

0 20 40 60 80 100

In the next three years, do you expect these drivers to become 
more or less important?
(% respondents)

Greater complexity of the value chain 

Greater commitment from the board to risk issues 

Greater use of offshoring and outsourcing 

Recent risk event, such as profit warning, fraud or product recall 

Merger and acquisition activity 

Corporate restructuring 

Appointment of a CRO 

Pressure from employees 

Increased focus from regulators 

Demands from investors for greater disclosure and accountability 

Macroeconomic volatility 

Political uncertainty 

Terrorism 

Natural weather events 

Higher cost of insurance 

Cost of capital

Pressure from customers 

Do you have a CRO or have plans to appoint one? 
(% respondents)

Yes, we have 
already appointed 
a CRO

No, but we intend 
to appoint one in 
the next three 
years

No, and we have 
no plans to 
appoint one

39

21

41
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0 10 20 30 40 50

What do you consider to be most important to the success of risk 
management in your organisation? 
Select up to three responses. 
(% respondents)

Strong culture and awareness of risk throughout the organisation

Clearly defined risk appetite

Well-defined systems and processes to monitor ongoing risks

Support from executive board

Clear ownership of risk

Formal process for identifying and communicating new areas of risk

Systematic framework for enterprise risk management

IT systems that support the aggregation and analysis of risk data

Alignment of risk management with internal audit processes

Engagement with external stakeholders

Other

0 10 20 30 40 50

What do you see as the greatest barriers to the effective 
management of risk in your organisation? 
Select up to three responses. 
(% respondents)

Lack of time and resources

Difficulty in identifying and assessing emerging risks

Lines of responsibility for managing risk not sufficiently clear

Threat from unknown, unforeseeable risks

Lack of support from management

Difficulty harmonising risk appetite across business units and geographies

Regulatory complexity

Lack of available data

Lack of skills for effective risk management

Difficulty obtaining buy-in from employees

Other

1 Very effectively          2          3          4          5 Not at all effectively

0 20 40 60 80 100

How effectively are the following functions integrated in your 
organisation? 
Rate on a scale of 1 to 5 where 1=Very effectively and 
5=Not at all effectively.
(% respondents)

Risk management and the HR function 

Risk management and the IT function 

Risk management and the board 

Risk management and individual business units 

Risk management and finance function 

Which of the following statements best describes your 
organisation’s approach to risk management? 
(% respondents)

Risk appetite and policies 
are determined centrally, 
and responsibility for 
day-to-day risk 
management also resides 
centrally

Risk appetite and policies 
are determined centrally 
but responsibility for 
day-to-day risk 
management rests with 
business units or 
geographies

Risk appetite and policies 
are determined by each 
business unit or 
geography, as are day-
to-day risk management 
decisions

39

21

41
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Appendix: Survey results  
Best practice in risk management 

A function comes of age

1 Very successfully          2          3          4          5 Not at all sucessfully

0 20 40 60 80 100

How successfully do you think risk management in your
organisation adds value in the following areas? 
Rate on a scale of 1 to 5 where 1=Very successfully and 
5=Not at all successfully. 
(% respondents)

Improved relationship with regulators and rating agencies 

Improved investor relations 

Increased shareholder value 

Greater profitability from business units 

Better overall corporate reputation 

Reduced earnings volatility 

Improved strategic decision-making 

Better reputation with customers 

1 Very effectively          2          3          4          5 Not at all effectively 

0 20 40 60 80 100

How effectively do you think your organisation manages the 
following aspects of reporting and communicating risks? 
Rate on a scale of 1 to 5 where 1=Very effectively and 
5=Not at all effectively.
(% respondents)

Making robust and up-to-date risk information available to the executive board 

Sharing risk information with non-executive directors 

Communicating risk policies to employees 

Ensuring consistency and availability of risk data 

Reporting on risk information to investors 

Scanning the external environment for new and emerging risks 

Communicating risk policies to partners and subsidiaries 

Responding to new and emerging threats with changes to risk policy 

Which of the following aspects of risk management is most 
in need of improvement in your organisation? 
(% respondents)

Ability to identify 
and measure risk

Quality of risk 
controls

Crisis management 
and continuity 
capabilities

Other

50

26

18

6

Agree strongly

Agree slightly

Neither agree nor disagree

Disagree slightly

Disagree strongly

0 20 40 60 80 100

Please indicate whether you agree or disagree with the 
following statements:
(% respondents)

Good risk management is an important source of competitive advantage 

Our first priority from a risk management perspective is regulatory compliance 

Our CRO plays a vital role in setting the strategy and direction of the company 

The most difficult areas of risk to manage are those that are less quantifiable, 
such as reputational and operational risk 

Our board discusses risk management issues at all main meetings 

An executive with specific responsibility for risk management sits on our board

Risk management is not as embedded into business units as it should be

There is a much greater awareness of risk in our organisation than three years ago 

Our organisation has formed a sub-board committee to explore risk issues in detail 
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Best practice in risk management 
A function comes of age

About the respondents

0 5 10 15 20 25 30 35

In which region are you personally based?  
(% respondents)

North America

Western Europe

Asia-Pacific

Middle East and Africa

Latin America

Eastern Europe

0 5 10 15 20 25 30

What is your primary industry?     
(% respondents)

Financial services

Professional services

IT and technology

Energy and natural resources

Government/Public sector

Manufacturing

Construction and real estate

Education

Transportation, travel and tourism

Agriculture and agribusiness

Consumer goods

Healthcare, pharmaceuticals and biotechnology

Entertainment, media and publishing

Telecommunications

Chemicals

Retailing

Automotive

Logistics and distribution

Aerospace/Defence

What are your organisation’s global annual revenues 
in US dollars? 
(% respondents)

$500m or less   

$500m to $1bn   

$1bn to $5bn   

$5bn to $10bn   

$10bn or more   

51

14

17

5

13
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Best practice in risk management 

A function comes of age

0 5 10 15 20 25

Which of the following best describes your title?   
(% respondents)

CEO/President/Managing director

Risk manager

CRO

CFO/Treasurer/Comptroller

Other C-level executive

SVP/VP/Director

Head of Department

Board member

Head of Business Unit

CIO/Technology director

0 5 10 15 20 25 30 35 40 45 50 55

What are your main functional roles? 
Please choose no more than three functions.       
(% respondents)

Risk

Finance

General management

Strategy and business development

Marketing and sales

Information and research

Operations and production

Customer service

IT

Legal

R&D

Human resources

Supply-chain management

Procurement

Other
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